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Letter From the Editor:

This is the second issue of the
Risk Management Quarterly edited
and compiled by Lane Environ-
mental, Inc. We apologize for the
lateness of this issue, but you can
expect to receive the next issue in
January. Thank you to the authors
who provided excellent material to
challenge our thinking.

In November Ken Murphy (EH-
30), Dr. Suzanne Clarke (Richland
Field Office) and | set the follow-
ing goals for this publication. We
intend to minimize printing by
posting the RMQ on the internet
during FY97. We also wish to con-
tinue to maintain a broad risk fo-
cus, including process safety and
environmental risk. Lastly, we
wish to encourage more field office
involvement throughout the com-
plex.

Your comments and thoughts
on the articles are welcome. If you
will contact me at the address be-
low, we’ll include some of the re-
sponses in our next issue.

Nancy Lane, Editor

Lane Environmental, Inc.

2000 Logston Boulevard
Richland, WA 99352
Telephone: (509) 375-3268

Fax: (509) 375-0143

Email: lane@oneworld.owt.com
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A Qualitative Method for Assessing Risk
by Jeffrey A. Mahn, Sandia National Laboratory

Albuquerque, New Mexico

Many DOE facilities only re-
quire a qualitative, rather than a
guantitative, methodology for as-
sessing risks. Sandia National
Laboratories and Science Appli-
cations International Corporation
have developed a qualitative risk
assessment methodology that is
relatively inexpensive to perform
yet achieves the higher quality
results characteristic of more
costly quantitative methods. In
addition, the methodology meets
the requirements of DOE orders
5481.1B and 5480.23 which call
for the dominant contributors to a
facility’'s risk be identified and
managed.

This qualitative methodology is
based on the risk assessment

ence gained from performing
guantitative risk assessments.
The methodology helps perform
more defensible qualitative risk
assessments and provides a
guide for reviewing qualitative as-
sessments in a consistent man-
ner.

Developing Accident
Sequences

Applying this methodology be-
gins by developing hazard or ac-
cident scenarios, which are based
on initiating events, physical
structures, systems and equip-
ment failures, and human per-
formance errors. The methodol-
ogy uses the event tree of Figure
1 to segment the elements of an
accident sequence into 1) initiat-
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FIGURE 1. Event Tree for Accident Sequence Development
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4) structural responses. These ment and system failure rates, event.
elements have been represented human reliability studies, and en- The “generic” frequen-

in the event tree as top events.
The down branches represent
failure conditions that contribute to
the likelihood of an accident, and
the horizontal branches represent
success paths. This event tree is
therefore used to qualitatively de-
fine potential accident sequences
as successes and failures of
structures, systems, and human
action elements.

Determining Likelihood of
Occurrence and Conse-
quence Bins

The overall likelihood of an
accident scenario occurring is
determined by the use of qualita-
tive-to-quantitative  linkages to
evaluate the frequency or failure
probability of each sequence ele-
ment. The qualitative side of these
linkages consists of “generic” de-
scriptions of initiating events,
system-level failures, structural
failures, and human performance
errors. The quantitative side of the
linkages consists of “generic” fre-
quency/failure probability data de-
rived from representative equip-

gineering judgment. A table of
linkages for each of the accident
sequence elements is provided in
the methodology documentation.

The overall likelihood that an
accident sequence may occur can
be estimated, for the purpose of
binning, by combining the fre-
qguency/probability of each ele-
ment in the sequence. For exam-
ple, the probability for branch E in
Figure 1 is the product of the initi-
ating event frequency and the
probabilities for a failed systems
response, successful operator re-
sponse, and successful structural
response. This can be repre-
sented as:

P=IExSY XOR X SR

where IE is the initiating event fre-
quency; SY is the probability that
applicable facility systems fail to
respond to the initiating event as
planned; OR is the probability that
facility personnel respond to the
initiating event correctly; and SR
is the probability that applicable
facility structures function as in-
tended in response to the initiating
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FIGURE 2. Risk Decision Making Matrix

cy/failure probability data provided
in the methodology documenta-
tion consists of both applicable
ranges and nominal (point-
estimate) values. Adjustment fac-
tors are provided to support in-
creasing or decreasing the nomi-
nal values based on facility-
specific conditions and existing
risk management practices. The
system-level failure probability
data include the contribution of
common failure modes for typical
system designs. If necessary,
common failure modes between
accident sequence elements can
be accounted for by event tree
modeling of such dependencies
together with the application of
appropriate adjustment factors to
generic failure probabilities.

The methodology documenta-
tion also includes “generic” con-
sequence models for assessing
(binning) human health and safety
impacts, environmental impacts,
and programmatic impacts.

Determining Risk Acceptabil-
ity

Matrixing of the consequence
and likelihood of occurrence bins
results in a 16 bin structure, as
shown in Figure 2, that can be
partitioned to indicate the particu-
lar combinations of consequence
severity and likelihood of occur-
rence that are considered to result
in acceptably low risk, unaccepta-
bly high risk, and intermediate risk
levels. The partitioning shown in
the figure provides appropriate
risk decision making criteria for
risks evaluated using this meth-
odology. Decision makers must
keep in mind, however, that the
partitioning boundaries shown in
Figure 2 do not represent allow-
able targets, but rather should be
viewed as metrics for gauging the
degree to which additional risk
control measures are warranted.
RMQ
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CRESP Completes Reviews

by Michael Kern, CRESP Consultant

Madrona Resource Associates

The independent CRESP
panels that reviewed the U.S. De-
partment of Energy Environmental
Budget process were unanimous
in supporting the continued im-
plementation, revision and refine-
ment of risk-influenced manage-
ment systems in the EM planning
and decision-making process.

Responding to a request from
then-Assistant Secretary for Envi-
ronmental Management Thomas
P. Grumbly and recommendations
from its Advisory Board, the Envi-
ronmental Management Program
(EM) at DOE established a three-
tier review process to assess its
efforts to align budgets with risks.
The first level involved a review by
managers and administrators at
DOE sites. The second and third
tiers involved two different groups
convened by the Consortium for
Risk Evaluation with Stakeholder
Participation (CRESP) (see article
on CRESP in the July 1996 is-
sue).

Tier 2:
Panel

For the Tier 2 Review, CRESP
assembled a National Review
Panel (NRP) of experts in human
health and ecological risk as-
sessment, nuclear engineering,
hydrology and health physics.
The NPL reviewed the data con-
tained in Risk Data Sheets (RDS)
submitted by DOE/EM field offices
as part of their FY 1998 budget
request.

The Tier 2 review demon-
strated CRESP’s ability to provide
review and guidance quickly and
effectively. The 14-member Panel
(chaired by Dr. John A. Moore,
Director of Science Coordination
for CRESP and president/CEO of
the Institute for Evaluating Health
Risks) reviewed in 15 days more
than 400 of the 1408 RDSs sub-
mitted for the FY 1998 budget.
The Panel focused on three broad
areas: 1) independent verification

National Review

of ratings, statements or conclu-
sions contained within the RDSs;
2) cross-site consistency in use of
key terms, elements and ratings in
the RDS matrix; and 3)the degree
to which the information in the
RDS conformed with the EM
budget guidance.

Overall, the Panel found that
the RDS can be a valuable man-
agement evaluation tool because
it “permits the consideration of
guantitative information along with
the views and judgments of man-
agers, stakeholders and technical
personnel” (NRP Report, 5/1/96,
p.1). The Panel found shortcom-

“Although EM is still at
a relatively early stage
in learning how to use
risk analysis as a tool in
budget formulation, it
has taken a major step
forward and should
continue the process.”
Peer Review Committee

ings, however, and recommended
that the current RDSs be used
cautiously, augmented by other
information when major issues
arise. A common shortcoming
was a lack of sufficient detail in
the narratives to understand the
tasks involved or the basis for as-
signing high, medium or low des-
ignations to various risks in the
matrix. Another was a lack of
cross-site consistency and social,
cultural and economic impact
elements. A third was a failure to
include references to and quota-
tions from documents, reports,
meetings, audits, agreements,
etc., to convey that the conclu-
sions reached in the RDS were
not arbitrary pronouncements.
The panel also felt that some site

activities, for example road main-
tenance and fire protection, are
not appropriate for description and
ranking using the risk elements of
the RDS matrix. Finally, the Panel
had concerns about the lack of
incorporation of stakeholder val-
ues into the Social/Cultural/ Eco-
nomic category. The Panel felt
that the quality of the RDSs cor-
related with the level of interaction
with stakeholders, tribal nations,
regulators and other parties during
the RDS development process.

Tier 3: Peer Review
Committee

In Tier 3, EM’s entire priority-
setting process was reviewed by
CRESP’s Peer Review Committee
(PRC), an interdisciplinary group
of experts not directly involved in
EM budget activities or the Tier 2
review. The PRC is headed by
Dr. Arthur Upton, Clinical Profes-
sor of Environmental and Com-
munity Medicine at the University
of Medicine and Dentistry of New
Jersey/Robert Wood Johnson
Medical School. This independ-
ently-operating Committee was
formed by CRESP to ensure the
scientific quality of CRESP’s
studies and to maximize their
credibility and acceptability to
stakeholders. Members of the
Committee reviewed documents
and reports, observed Tier 2 and
EM budget meetings, and inter-
viewed DOE headquarters, field
office and contract personnel,
stakeholders and others.

The Peer Review Committee
found that EM’s Management
Evaluation process (MEP) for the
FY 1998 budget, “represents a
significant and creditable step
forward in the evolution of an in-
tegrated approach for 1) charac-
terizing the risks to public health,
worker safety and the environ-
ment in the DOE Nuclear Weap-
ons Complex; 2) linking such risks
to compliance, fiscal and other
considerations; 3) involving stake-
holders in the planning of mitiga-
tion efforts and future land use
options; and 4) providing a multi-
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“The CRESP Peer
Review Committee
strongly endorsed
DOE’s efforts to ad-
dress risks and other
stakeholder concerns
systematically and ex-
plicitly in
formulating its program
plans and budget for FY
1998.”
Dr. Arthur Upton

tiered peer review of the budget
formulation process” (PRC Report,
1996, p.2). Among the MEP’s
strengths, said the Committee,
was its provision for explicitly
documenting and evaluating the
seven matrix elements in prioritiz-
ing environmental management
activities. They also praised it for
increasing the “transparency” of
the priority-setting process
(making explicit to the public the
reasoning behind the ranking of
activities), for fostering cross-site
consistency and for building
stakeholder  involvement and
DOE/stakeholder relations.

The Tier 3 review found many
of the same shortcomings in the
process reported by the Tier 2
panel, and recommended ways to
improve the process. They called
for more careful and
consistent planning, communica-
tion and commitment to stake-
holder involvement at all levels of
the organization. They recom-
mended that systematic and ex-
plicit assessment of potential risks
to site workers, off-site popula-
tions and the environment con-
tinue to be an essential part of

EM’s priority-setting process and
that such assessments more ade-
guately consider chemical haz-
ards in addition to radiation haz-
ards and long-term as well as
short-term effects. They recom-
mended that the process focus
risk evaluation on programmatic
objectives and alternative ways of
accomplishing those objectives,
rather than on the individual ac-
tivities themselves. They sug-
gested that EM provide more
central guidance and control of
the process, implement it in in-
cremental stages over a period of
years, and subject it periodically to
outside peer review.

To most effectively use limited
resources, the Committee sug-
gested a “rolling steward- ship
strategy where intermediate risk
hazards are stabilized and ob-
served for up to eight years, until
new technologies, social percep-
tions or maintenance costs shift a
hazard to the high- or low-risk
category and it is treated accord-
ingly. Other improvements sug-
gested by the Committee included
1) more adequate consideration of
future land use options in project
planning; 2) more realistic as-
sumptions in risk scenarios about
possible restrictions on ground-
water use; 3) more adequate con-
sideration of potential cost reduc-
tions from emerging technologies;
and 4) more systematic consid-
eration of potential impacts from
accidents in transporting wastes.

For more information about
CRESP or the Tier 2 and Tier 3
reviews, contact Tiffany Potter-
Chile at CRESP-University of
Washington’'s administrative of-
fices, (206) 543-9394. rwo

The Risk Management Quar-
terly is published every January,
April, July and October. We
apologize for the lateness of this
issue, but you can expect to re-
ceive the January issue on time.
Articles are reviewed before pub-
lication by the following members
of the Editorial Review Board:

Kenneth Murphy

U.S. Department of Energy
EH-30

Washington, D.C. 20585
(301)903-6514, FAX 8585

Tony Eng

U.S. Department of Energy
EH-30

Washington, D.C. 20585
(301)903-4210, FAX 8585

Andrew Marchese

U.S. Department of Energy
EH-10

Washington, D.C. 20585
(301)903-2712, FAX 2329

Harold Peterson

U.S. Department of Energy
EH-41

Washington, D.C. 20585
(202)586-9640, FAX 3915

Suzanne Clarke

U.S. Department of Energy-
Richland

P.O. Box 550

Richland, WA 99352

(509) 373-4931

FAX (509) 376-6621

Editors:

Nancy Lane

Lane Environmental, Inc.
2000 Logston Boulevard
Richland, WA 99352
(509) 375-3268

FAX 375-0143

Lois Thiede

Lane Environmental, Inc.
2000 Logston Boulevard
Richland, WA 99352
(509) 375-3268

FAX 375-0143
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Developing Protocols for Balancing and
Communicating Environmental Risk
Management Decisions

by Peter Brussock, Environmental Liability Management, Inc.

Doylestown, Pennsylvania

The American Society for
Testing and Materials (ASTM) has
approved a new subcommittee to
look at Balancing and Communi-
cating Environmental Risk Man-
agement Decisions.

Historically, risk management
has been a linear process, begin-
ning with a scientific risk evalua-
tion and ending with an evaluation
of engineered risk reduction op-
tions. Scientific research findings
and field investigations provided
the baseline information for the
risk assessment which fed a risk
management process. The focus
was on a cleanup number
(acceptable theoretical risk) or a
regulatory standard which the re-

medial or engineering action at-
tempted to achieve. Most solu-
tions were to move the problem to
another location (landfill) or apply
some technology control. There
were clear distinctions between
risk assessment and risk man-
agement. Conservative assump-
tions were used to address un-
certainties in all steps of the proc-
ess to ensure the evaluation
would protect human health and
ecosystems. Frequently this re-
sulted in very expensive risk man-
agement strategies which most
environmental professionals
thought excessive and not always
technically attainable.

In recent years, there has
been a growing recognition that
the risk management process
should be based on realistic risk
estimates and include feedback
loops to develop information
which reduces uncertainty, sub-
sequent costs, and risks to ac-
ceptable levels. For example,
field work should be multi-phased
and focused on gathering both
realistic risk characterization and
engineering evaluation informa-
tion. However, this risk analysis
process still has limitations. The
risk management decision is still
selected at the end of a largely
linear process. Often the decision
is not connected with key toxicity,
field data, and risk assessment
information, and the risk man-
agement decision-maker is not
familiar with all the information.
Also, stakeholders have limited
input, and the scientific/technical
information is not presented so
stakeholders can understand it.
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There is a growing effort to
make environmental risk man-
agement an interdisciplinary ap-
proach where the key information
from each relevant discipline is
concurrently evaluated. This re-
sults in a more balanced risk
management decision and con-
siders stakeholder input through-
out the process (Figure 1). The
entire process is focused on gath-
ering and evaluating information
which will let decision-makers se-
lect a balanced risk management
decision based on available data,
risk assessment and risk man-
agement evaluations, and stake-
holder interests. Feedback loops
are included. The ASTM Risk-
Based Corrective Action (RBCA)
(E1749) standard for petroleum is
one example of this type of ap-
proach.

The objective of a new ASTM
subcommittee (E47.14) is to de-

velop a risk management deci-
sion-making framework and pro-
cedures that managers can use to
reach balanced risk management
decisions. The process would be
an interdisciplinary approach and
would include stakeholder con-
cerns. Such a set of standards
would help agencies (EPA, states,
etc.) compare the relative risks
and cost-benefits of risk man-
agement options for various envi-
ronmental concerns (drinking wa-
ter, contaminated sites, pesticide
applications, radon, etc.). Subse-
guently, they could allocate finan-
cial resources more objectively
based on total risk reduction
rather than generalized percep-
tions of risk reduction benefits.

Initially, the subcommittee will
focus on establishing the risk
management decision-making
framework.

Task groups will work on the
two following areas:
1. Develop standards to focus
relevant scientific research, field
work, and risk assessment proc-
ess on developing and presenting
information of primary importance
in making risk management deci-
sions that include stakeholder
concerns to the extent practicable.
In addition, develop standardized
guidelines for summarizing and
presenting the most relevant risk
management information to fa-
cilitate an interdisciplinary per-
spective in risk management deci-
sion-making. The task groups will
coordinate their work closely with
the existing committees on toxicity

assessment, sampling, and risk
assessment
2. Develop standards for con-

ducting the components of risk
management, incorporating
stakeholder concerns, selecting a
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balanced risk management alter-
native, and documenting the cho-
sen risk management decision.

Environmental Risk
Management
Decision-Making Framework
The proposed framework for
environmental risk management
decision-making consists of five
fundamental components (Figure
1).
- Stakeholder Needs, Concerns
and Interests
Chemical Research
Site Assessment
Risk Assessment
Risk Management
Balanced Risk Management
Decisions
These components are all in-
terrelated and linked (Figure 2).
The relative importance of each
component and its sub-
components varies with each en-
vironmental problem, as well as,
the professional judgment of the
risk manager and other partici-
pants in the process. The Expo-
sure Assessment (based on the
chemical risk management princi-
ple of: no exposure, then no risk;
reduced exposure, reduced risk)
is central to this evaluation. Con-
sequently, exposure reduction or
elimination is commonly a major
component of most risk manage-
ment strategies, especially where
removing or destroying a pollutant
is limited by existing technology.

and/or

Invitation to Participate

The scope of the new sub-
committee is broad, but the
benefits are substantial.  Envi-
ronmental professionals who can
contribute to some portion of the
ambitious undertaking are en-
couraged to participate. More in-
formation concerning scheduled
subcommittee and task group
meetings can be obtained from
the author or Susan Canning at
ASTM (610)832-9500. rmo

EPA’s Risk Management Program for

Accidental Releases

Development of a Risk Man-
agement Program (RMP) is one
requirement of several imposed
by EPA’'s “Accidental Release
Prevention” rule. Regulated enti-
ties must also conduct a hazard
assessment, implement an emer-
gency response program, and
comply with several other new re-
guirements depending upon the
level of risk posed by their par-
ticular process. With a three-year
phase-in period for compliance,
most processes have until June
1999 to comply, but EPA is en-
couraging owners and operators
to start preparing for compliance
now.

The Accidental Release Pre-
vention rule applies to “owners or
operators of a stationary source
that has more than a threshold
guantity of a regulated substance
in a process.” There are many
regulated substances including 77
toxic substances and 63 flamma-
ble substances, such as ammo-
nia, chlorine, hydrogen, propane,
sulfur dioxide and sulfuric acid.
Many processes, such as use,
storage, manufacturing, handling
or on-site movement, of a regu-
lated substance is included.

Requirements of the rule corre-
spond to the level of risk posed by
the regulated processes. As
such, processes are divided into
three tiers, called programs, ac-
cording to criteria such as whether
that process has had an acciden-
tal release with off-site conse-
guences in the previous five
years. Any one facility could eas-
ily include more than one pro-
gram.

The RMPs are designed to
serve two purposes: (1) provide
enough information to allow gov-
ernmental authorities to determine
whether the source is in compli-
ance with the rule, and (2) provide
understandable information about

prevention and preparedness to
the public. All owners or opera-
tors of a covered process must
submit an RMP.

An RMP consists of a registra-
tion form that specifies, among
other things, all regulated sub-
stances handled in covered proc-
esses, the maximum quantities of
each regulated substance on-site,
and the date of the last safety in-
spection. Each RMP must also
include a brief description of the
source’s activities as they relate to
covered processes, and program
and data information that ad-
dresses compliance with each
element of the rule. Once sub-
mitted to EPA, the RMPs will be
electronically accessible to States,
local entities (including local
emergency planning committees)
and the public. The plans must
be updated every five years or
within six months after a process
change which alters the hazard
assessment or Program (1, 2, 3)
designation.

The hazard assessment con-
sists of two basic parts—off-site
consequences analysis and five-
year accident history. The owner
or operator must prepare an off-
site consequences analysis, in-

Articles for the Risk Management
Quarterly are welcome. Articles
can be mailed, faxed or Emailed
to Lane Environmental, Inc. at the

address on the front or back
page. Articles should be 800 -
1000 words in length and include
one or two figures or pictures to
accompany the text. Articles
should be cleared locally as
needed before submittal. Editors
will make the final decision on
which articles to include in the
current publication.
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cluding an evaluation of “worst-
case release scenarios.” Proc-
esses under Programs 2 and

3 must also analyze more likely
alternative  release scenarios.
EPA has provided various default
parameters for the analyses and
has developed methodologies and
information on things like air dis-
persion models. The five-year
accident history report must detail
all accidental releases that re-
sulted in death, injuries, or signifi-
cant property damage on-site, or
known off-site deaths, injuries,
evacuations, sheltering in place,
property damage or environmental
damage. For more information
about this program, contact the
Emergency Planning and Com-
munity Right-to-Know Hotline at 1-
800-424-9346. RMQ
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